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Ethics Committee Advisory Opinion #2018-19/1
Border Law and Confidential Client Information:
Practical Considerations and Ethical Obligations

A lawyer’s ethical obligations under the New Hampshire Rules of Professional Conduct (NH RPC) remain in
place regardless of whether that lawyer is physically within
the confines of New Hampshire or even the United States.1
Accordingly, a lawyer crossing international borders should
always be mindful of these ethical obligations. In light of
recent policy pronouncements by U.S. Customs and Border Protection concerning the potential search of electronic
devices, it is particularly important that attorneys traveling
outside the United States remain aware of their ethical duties with respect to the confidentiality of client information
and take all steps necessary to protect that confidentiality.
While this piece will primarily focus on the ethical duties
of a lawyer entering or leaving the United States, similar issues should be considered when crossing any international
border.
I. BACKGROUND ON BORDER SEARCHES
A. What kind of U.S. border searches of electronic devices
can be expected?
There is limited case law on border searches of electronic devices. As a general matter, searches of entrants to the
United States at its borders “are not subject to any requirement of reasonable suspicion, probable cause, or warrant.”2
As the U.S. Supreme Court has explained, “searches made
at the border, pursuant to the longstanding right of the sovereign to protect itself by stopping and examining persons and
property crossing into this country, are reasonable simply by
virtue of the fact that they occur at the border.”3
It is less clear, however, whether this same blanket
rule applies to searches of electronic devices at the border.
The U.S. Court of Appeals for the 9th Circuit has held that
a forensic search of a laptop required reasonable suspicion,
even though that search occurred at the border.4 The court
observed that, while international travelers expect their property to be searched at the border:
“What they do not expected is that, absent some particularized suspicion, agents will mine every last piece of data on
their devices or deprive them of their most personal property
for days (or perhaps weeks or even months, depending upon
how long the search takes.) … Such a thorough and detailed
search of the most intimate details of one’s life is a substantial intrusion upon personal privacy and dignity. We therefore hold that the forensic examination of [the defendant’s]
computer required a showing of reasonable suspicion, a
modest requirement in light of the Fourth Amendment.”5
Courts categorize border searches as either “routine” or
“non-routine.” Properly empowered officials have the statutory authority to conduct “routine” searches of persons and
their personal belongings at the border without reasonable
suspicion, probable cause, or a warrant.6 A “routine” search
may consist of a limited search for contraband or weapons
by means of:
i. A pat-down;7
ii. The removal of outer garments such as jackets, hats,
shoes, and the emptying of pockets, wallets, or purses;8
iii. The use of drug-sniffing dogs;9
iv. The examination of outbound materials;10 and
1. NH RPC 8.5(a) (“A lawyer admitted to practice in this jurisdiction is subject to the disciplinary authority of this jurisdiction, regardless of where the lawyer’s conduct occurs.”)
2. United States v. Montoya de Hernandez, 473 U.S. 531, 538
(1985).
3. United States v. Flores-Montano, 541 U.S. 149, 152-53
(2004) (quoting United States v. Ramsey, 431 U.S. 606, 616
(1977)).
4. U.S. v. Cotterman, 709 F.3d 952 (9th Cir. 2013).
5. Id. at 967-68.
6. 8 U.S.C. §1357; 19 U.S.C. §1496; 19 U.S.C. §1582; see also
U.S. v. Montoya de Hernandez, 473 U.S. 531, 538 (1985).
7. U.S. v. Johnson, 991 F.2d 1287, 1291 (7th Cir. 1993).
8 .U.S. v. Beras, 183 F.2d 22, 24 (1st Cir. 1999)
9. U.S. v. Kelly, 302 F.3d 291, 294-95 (5th Cir. 2002)
10. U.S. v. Kolawole Odutayo, 406 F.3d 386, 392 (5th Cir.
2005)
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v.

The inspection of luggage.11
There is no established test to determine whether a particular search procedure is “routine” versus “non-routine.”
Typically, the court looks at the degree of intrusiveness associated with the particular technique. The First Circuit has
identified six factors to be considered:12
i. Whether the search required the traveler to disrobe or
expose intimate body parts;
ii. Whether there was physical contact with the traveler;
iii. Whether force was used;
iv. Whether the type of search exposed the traveler to pain
or danger;
v. The overall manner in which the search was conducted;
and
vi. Whether the traveler’s reasonable expectation of privacy,
if any, was invaded by the search.
The Braks Court found that only strip searches and body
cavity searches are consistently “non-routine.” At a minimum, courts require the presence of reasonable suspicion of
criminal activity to justify a “non-routine” border search.13
The Fourth, Fifth, and Eleventh Circuit Courts of Appeals have also examined border searches of electronic devices within the context of the “routine” versus “nonroutine”
framework.14 Both Kolsuz and Vergara held that a “non-routine” border search of an electronic devices did not require a
warrant.15 Molina-Isidoro held that a “routine” border search
of an electronic device did not require a warrant, but the
Court did not reach the level of proof necessary because the
search was supported by probable cause.16
Recently, U.S. Customs and Border Protection (CBP)
has issued a new directive providing guidance on the border
searches of electronic devices the agency believes it is authorized to conduct.17 The directive states:18
Border searches of electronic devices may include
searches of the information stored on the device when it
11. U.S. v. Okafor, 285 F.3d 842 (9th Cir. 2002).
12. U.S. v. Braks, 842 F.2d 509, 511-12 (1st Cir. 1988).
13. Montoya de Hernandez, 473 U.S. at 541.
14. U.S. v. Kolsuz, 2018 U.S. App. LEXIS 12147 (4th Cir.
2018); U.S. v. Vergara, 884 F.3d 1309 (11th Cir. 2018); U.S. v.
Molina-Isidoro, 884 F.3rd 287 (5th Cir. 2018).
15. Kolsuz, 2018 U.S. App. LEXIS 12147 at 30-31 (holding “it
was reasonable for the CBP officers who conducted the forensic
analysis of Kolsuz’s phone to rely on the established and uniform body of precedent allowing warrantless border searches of
digital devices that are based on at least reasonable suspicion”);
Vergara, 884 F.3d at 1312-13 (holding that border searches are
excepted from warrant and probable cause requirements).
16. 884 F.3d at 292-93.
17. CBP Directive No. 3340-049A, dated January 4, 2018,
18. CBP Directive No. 3340-049A at Para. 5.1.2.
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is presented for inspection or during its detention by CBP
for an inbound or outbound border inspection. The border
search will include an examination of only the information
that is resident upon the device and accessible through the
device’s operating system or through other software, tools,
or applications. Officers may not intentionally use the device
to access information that is solely stored remotely. To avoid
retrieving or accessing information stored remotely and not
otherwise present on the device, Officers will either request
that the traveler disable connectivity to any network (e.g., by
placing the device in airplane mode), or, where warranted
by national security, law enforcement, officer safety, or other
operational considerations, Officers will themselves disable
network connectivity. Officers should also take care to ensure, throughout the course of a border search, that they do
not take actions that would make any changes to the contents
of the device.
This policy goes on to create two categories of searches
of electronic devices: (1) advanced searches and (2) basic
searches. An advanced search is defined as “any search in
which an Officer connects external equipment, through a
wired or wireless connection, to an electronic device not
merely to gain access to the device, but to review, copy, and/
or analyze its contents.”19 With respect to such searches, the
policy explains, the following rules govern:20
In instances in which there is reasonable suspicion of
activity in violation of the laws enforced or administered by
CBP, or in which there is a national security concern, and
with supervisory approval at the Grade 14 level or higher
(or a manager with comparable responsibilities), an Officer
may perform an advanced search of an electronic device.
Many factors may create reasonable suspicion or constitute
a national security concern; examples include the existence
of a relevant national security-related lookout in combination with other articulable factors as appropriate, or the
presence of an individual on a government-operated and
government-vetted terrorist watch list.
A basic search is defined as “[a]ny border search of
an electronic device that is not an advanced search.”21 “In
the course of a basic search, with or without suspicion, an
Officer may examine an electronic device and may review
and analyze information encountered at the border, subject
to the requirements and limitations provided herein and applicable law.” An advanced search, by contrast, permits the
19. Id. at Para. 5.1.4.
20. Id. at Para. 5.1.4.
21. Id. at Para. 5.1.3.
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Ethics Committee Advisory Opinion #2012-13/05

Social Media Contact with Witnesses in the Course of Litigation
This opinion was submitted for publication by the NHBA
Board of Governors at its June 20, 2013 meeting.

RULE REFERENCES:

•
•
•
•
•
•
•
•
•

1.1(b) and (c) Competence
1.3 Diligence
3.4 Fairness to opposing party and counsel
4.1(a) Truthfulness in statements to others
4.2 Communications with others represented by counsel
4.3 Dealing with the unrepresented person
4.4 Respect for the rights of third persons
5.3 Non-lawyer assistants
8.4(a) Unethical conduct through an agent

•
•
•
•
•

Competence and Diligence
Truthfulness
Fairness to Opposing Parties, Counsel, and Third Parties
Contact with Witnesses
Agents of Lawyers; Acting Through Others

SUBJECTS:

ANNOTATION

The Rules of Professional Conduct do not forbid use
of social media to investigate a non-party witness. However, the lawyer must follow the same rules which would
apply in other contexts, including the rules which impose
duties of truthfulness, fairness, and respect for the rights
of third parties. The lawyer must take care to understand
both the value and the risk of using social media sites, as
their ease of access on the internet is accompanied by a
risk of unintended or misleading communications with the
witness. The Committee notes a split of authority on the
issue of whether a lawyer may send a social media request
which discloses the lawyer’s name — but not the lawyer’s
identity and role in pending litigation — to a witness
who might not recognize the name and who might otherwise deny the request.1 The Committee finds that such a
request is improper because it omits material information.
The likely purpose is to deceive the witness into accepting
the request and providing information which the witness
would not provide if the full identity and role of the lawyer
were known.

QUESTION PRESENTED

What measures may a lawyer take to investigate a
witness through the witness’s social media accounts,
such as Facebook or Twitter, regarding a matter which
is, or is likely to be, in litigation?

FACTS

The lawyer discovers that a witness for the opposing party in the client’s upcoming trial has Facebook and
Twitter accounts. Based on the information provided, the
lawyer believes that statements and information available
from the witness’s Facebook and Twitter accounts may
be relevant to the case and helpful to the client’s position.
Some information is available from the witness’s social
media pages through a simple web search. Further information is available to anyone who has a Facebook account
or who signs up to follow the witness on Twitter. Additional information is available by “friending” the witness on
Facebook or by making a request to follow the witness’s
restricted Twitter account. In both of those latter instances,
the information is only accessible after the witness has
granted a request.

ANALYSIS

General Principles

The New Hampshire Rules of Professional Conduct
do not explicitly address the use of social media such as
Facebook and Twitter. Nonetheless, the rules offer clear
guidance in most situations where a lawyer might use social media to learn information about a witness, to gather
evidence, or to have contact with the witness. The guiding
principles for such efforts by counsel are the same as for
any other investigation of or contact with a witness.
First and foremost, the lawyer has a duty under Rules
NEW HAMPSHIRE BAR NEWS

1.1 and 1.3 to represent the client competently and diligently. This duty specifically includes the duties to:
• “Gather sufficient facts” about the client’s case from
“relevant sources,” Rule 1.1(c)(1);
• Take steps to ensure “proper preparation,” Rule 1.1(b)
(4); and
• Acquire the skills and knowledge needed to represent
the client competently. Rule 1.1(b)(1) and (b)(2).
In the case of criminal defense counsel, these obligations, including the obligation to investigate, may have a
constitutional as well as an ethical dimension. 2 In light of
these obligations, counsel has a general duty to be aware of
social media as a source of potentially useful information
in litigation, to be competent to obtain that information
directly or through an agent, and to know how to make
effective use of that information in litigation.
The duties of competence and diligence are limited,
however, by the further duties of truthfulness and fairness
when dealing with others. Under Rule 4.1, a lawyer may
not “make a false statement of material fact” to the witness. Notably, the ABA Comment to this rule states that
“[m]isrepresentations can also occur by partially true but
misleading statements or omissions that are the equivalent
of affirmative false statements.” Similarly, under Rule 8.4,
it is professional misconduct for a lawyer to “engage in
conduct involving dishonesty, fraud, deceit or misrepresentation.” Also, if the witness is represented by counsel,
then under Rule 4.3, a lawyer “shall not communicate”
with the witness “about the subject of the representation”
unless the witness’s lawyer has consented or the communication is permitted by a court order or law. Finally, under
Rule 4.4, the lawyer shall not take any action, including
conducting an investigation, if it is “obvious that the action has the primary purpose to embarrass, delay, or burden a third person.”
The lawyer may not avoid these limitations by conducting the investigation through a third person. With respect to investigators and other non-lawyer assistants, the
lawyer must “make reasonable efforts to ensure” that the
non-lawyer’s conduct “is compatible with the professional
obligations of the lawyer.” Rule 5.3(b). A lawyer may be
responsible for a violation of the rules by a non-lawyer
assistant where the lawyer has knowledge of the conduct,
ratifies the conduct, or has supervisory authority over the
person at a time when the conduct could be avoided or mitigated. Rule 5.3(c). Nor should a lawyer counsel a client to
engage in fraudulent or criminal conduct. Rule 1.2(d).
Finally, of course, a lawyer is barred from violating
the rules through another or knowingly inducing the other
to violate the rules. Rule 8.4(a).
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Application of the General Principles to the
Use of Social Media When Investigating a
Witness

Is it a violation of the rules for the lawyer to personally view a witness’s unrestricted Facebook page or Twitter feed?3 In the view of the Committee, simply viewing a
Facebook user’s page or “following” a Twitter user is not
a “communication” with that person, as contemplated by
Rules 4.2 and 4.3, if the pages and accounts are viewable
or otherwise open to all members of the same social media site. Although the lawyer-user may be required to join
the same social media group as the witness, unrestricted
Facebook pages and Twitter feeds are public for all practical purposes. Almost any person may join either Facebook
or Twitter for free, subject to the terms-of-use agreement.
Furthermore, membership is more common than not, with
Facebook reporting that it topped one billion accounts in
2012.4
Other state bars’ ethics committees are in agreement
that merely viewing an unrestricted Facebook or Twitter
account is permissible.5 If, however, a lawyer asks the
witness’s permission to access the witness’s restricted social media information, the request must not only correctly
identify the lawyer, but also inform the witness of the lawyer’s involvement in the disputed or litigated matter. At
least two bar associations have adopted the position that
sending a Facebook friend request in-name-only constitutes a misrepresentation by omission, given that the witness might not immediately associate the lawyer’s name
with his or her purpose and that, were the witness to make
that association, the witness would in all likelihood deny
the request.6 (This point is discussed in more detail below.)
May the lawyer send a Facebook friend request to the
witness or a request to follow a restricted Twitter account,
using a false name? The answer here is no. The lawyer
may not make a false statement of material fact to a third
person. Rule 4.1. Material facts include the lawyer’s identity and purpose in contacting the witness. For the same
reason, the lawyer may not log into someone else’s account and pretend to be that person when communicating
with the witness.
May the lawyer’s client send a Facebook friend request or request to follow a restricted Twitter feed, and
then reveal the information learned to the lawyer? The
answer depends on the extent to which the lawyer directs
SOCIAL MEDIA continued on page VII
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Ethics Committee Advisory Opinion #2018-19/2
Insurance Opinion
ABSTRACT

The Ethics Committee previously issued two opinions
addressing the relationship between an insurance company and the lawyer hired by the company to represent its
insured. These opinions, which turned on a preliminary
question of insurance law that remains unsettled in New
Hampshire, are inconsistent with one another. Because it
is not within the Committee’s purview to decide this question of insurance law, after review the Committee withdraws one of the opinions and modifies the reasoning of
the other. Lawyers are further advised that until this question is resolved by the New Hampshire Supreme Court,
they should be clear whom they represent in their engagement letters and in communications with the insurance
company.

ANNOTATIONS

There are three schools of thought on the relationship
between an insurance company and the lawyer hired by
the company to represent its insured: 1. The lawyer always
represents the insured alone, while the company is only a
third party payor (the “single-client” model); 2. The lawyer always represents both the insured and the company
(the “dual-client” model); or 3. The lawyer always represents the insured and may represent the insurance company as well, in appropriate situation, based on agreement
of the parties (the Restatement approach).
Ethics Committee Formal Opinion #1993/94-15
(Communication with Insurance Representative Without
Consent of Defense Counsel) (N.H. 1993), which concluded that plaintiff’s counsel may contact an insurance adjustor without the approval of defense counsel, is incorrect
and is withdrawn.
N.H. Bar Ethics Committee Advisory Opinion #200101/05 (Release of Billing Statements to Third Party Auditors), (N.H. 2000), which concluded that it was unethical
for a lawyer hired to defend an insured to release billing
information to third-party auditors hired by the insurance
company, is correct, but its reasoning must be modified.
The general rule is that, in the tripartite relationship
between an insurance company, its insured, and the lawyer
the company hires to defend the insured, the insured is always the lawyer’s client.
New Hampshire law is unsettled as to whether, in the
tripartite relationship between an insurance company, its
insured, and the lawyer that the company hires to defend
the insured, the insurance company is also the lawyer’s
client.
It is not within the purview of the Ethics Committee to
determine the nature of the tripartite relationship between
an insurance company, its insured, and the lawyer that the
company hires to defend the insured.
Until the nature of the tripartite relationship between an
insurance company, its insured, and the lawyer that the
company hires to defend the insured is resolved by our Supreme Court, lawyers should be clear whom they represent
in their engagement letters and in communication with the
insurance company.
If am insurance company insists that it must have an
attorney-client relationship with the lawyer it hires to defend its insured, then potential conflicts under NH RPC
Rule 1.7 may require the lawyer to withdraw in some situations.

Role of Insurance Defense Lawyer

The Committee has been asked to clarify two inconsistent ethics opinions addressing the role of insurance
defense counsel. The opinions, described below, although
addressing different factual questions, turn on the relationship between the insurance company and the lawyer
hired by the company to represent its insured. Courts and
Ethics Committees across the country have grappled with
this issue, and it continues to generate much controversy
and commentary. See e.g., Restatement (Third) of the Law
Governing Lawyers, § 134, cmt. f.
Three schools of thought have emerged on the question:
1. The lawyer always represents the insured alone, while
IV
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the company is only a third party payor (“single-client”
model);
2. The lawyer always represents both the insured and the
company (“dual-client” model); or
3. The lawyer always represents the insured and may represent the insurance company as well, in appropriate situation, based on agreement of the parties (the Restatement
approach). Id.

1993 Opinion

In a 1993 opinion, Ethics Committee Formal Opinion
#1993/94-15 (Communication with Insurance Representative Without Consent of Defense Counsel) (N.H. 1993), we
concluded that plaintiff’s counsel may contact an insurance adjustor without the approval of defense counsel. We
believe this opinion is incorrect and withdraw the opinion,
for the reasons discussed below.
In the 1993 opinion, the Committee stated that a lawyer for a plaintiff is permitted to contact an insurance adjustor directly without violating the no-contact rule for represented clients (NHRPC 4.2). This conclusion was based
on a decision of the Federal District Court for the District
of New Hampshire finding that the lawyer retained by an
insurance company to provide a defense under a liability
policy represents only the insured, and not the insurer. See
Gibbs v. Lappies, 828 F.Supp. 6, 7 (D.NH 1993). Based on
this case, the Committee concluded that New Hampshire
was a single-client state.

2000 Opinion

In the second opinion, N.H. Bar Ethics Committee
Advisory Opinion #2001-01/05 (Release of Billing Statements to Third Party Auditors), (N.H. 2000) we found it
unethical for a lawyer hired to defend an insured to release billing information to third-party auditors hired by
the insurance company. After reviewing that opinion, we
believe that conclusion still to be correct. We find it necessary, however, to modify our reasoning as discussed below.
In the 2000 opinion, the Committee stated that a lawyer retained by an insurance company to defend its insured
generally could not disclose detailed billing statements to
third-party auditors hired by the insurer without the insured’s informed consent. This conclusion was based on
Dumas v. State Farm Automobile Insurance, 111 N.H. 43,
49 (1971). In the ethics opinion, we stated that the Dumas
holding was “consistent with the traditional view that the
tripartite relationship between insurer, insurance defense
counsel and insured involves dual representation of ‘coclients.’” In other words, the Committee concluded that
New Hampshire was a dual-client state.

Analysis

These opinions are inconsistent. The ethical issue in
each case turns on a preliminary question of insurance law
that remains largely unsettled in New Hampshire: Whether
an attorney hired by an insurance company to represent an
insured represents only the insured or represents both the
company and the insured. We believe that in the 1993 ethics opinion, we may have relied too strongly on the dicta in
the Gibbs case. Similarly, upon further review, we believe
we may have overstated the reach of the holding in the
Dumas matter in the 2000 opinion.
In Gibbs, the issue was whether a law firm could withdraw from its representation of the insured when the hiring
insurance company stopped paying for the lawyer’s services, due to insolvency. The Court ruled that the primary
client in insurance defense is the insured and declined to
allow the withdrawal. This is certainly consistent with the
general rule that the insured is always the client in such
situations. See Restatement (Third) of the Law Governing
Lawyers, § 134, cmt. f (“[A] lawyer designated to defend
the insured has a client-lawyer relationship with the insured”); Gibbs, 828 F.Supp. at 7.
In so ruling, however, the Gibbs Court also remarked
that the insurer was not the attorney’s client, an observation that was not essential to the district court’s holding
(and therefore dicta). We believe that the Committee in its
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1993 opinion relied too heavily on this dicta to decide that
the governing rule in New Hampshire was the single-client
rule and thus that the insurance company could never be a
client. Were such a broad ruling to be made in a diversity
case such as this, the Court would have needed to address
the Supreme Court’s Dumas decision, which it did not.
We note, however, that where the defense lawyer and
company agree that the lawyer will represent only the insured, the conclusion of the 1993 opinion that the plaintiff’s lawyer may contact the adjustor without permission
of defense counsel is correct. However, we withdraw the
opinion since the broad reasoning on which that opinion is
premised is incorrect.
Upon reconsideration, we also believe this Committee
in the 2000 opinion may have read the Dumas decision in
an overly broad manner. Dumas dealt with whether, in a
subsequent action between the insured and the insurance
company over the failure to settle, the file of the defense
lawyer was privileged. The Supreme Court found, as a factual matter, that the lawyer represented both the company
and the insured. Dumas, 111 N.H. at 49; see also Baker v.
CNA Ins. Co., 123 F.R.D. 322, 325 (1988) (finding that
the defense lawyer had confidential discussions with both
the company and the insured and relying on these conversations in finding dual representation). Despite this, the
Court allowed the discovery because of the rule that there
is no privilege between co-clients in a subsequent action
between the two parties. In its 2000 opinion, the Ethics
Committee read Dumas to have “adopted the ‘dual-client’
model.” In reviewing the 2000 opinion, we believe the
Committee may have overreached.
Based on Dumas, we believe that the seemingly contradictory conclusion in our 2000 opinion stating that there
is “no definitive answer to the nature of the tripartite relationship” is correct and that we should not have proceeded
to predict the insurance relationship rule that the New
Hampshire Supreme Court would adopt. We also note that
Dumas, which permitted the insured and insurer to both be
clients of the defense lawyer, seems to eliminate the possibility that New Hampshire is a mandatory single-client
state. Despite this modification, we believe the rule of the
2000 opinion to be sound since the confidentiality duty on
which the opinion was based is the duty to the insured,
who will under any test always be a client.
After careful review of the court decisions and committee opinions, we are unable to determine if the New
Hampshire Supreme Court, when confronted with the
question in the future, would adopt the dual client rule
or would follow the Restatement. The Restatement quite
sensibly, we think, concludes that in an insurance situation “…a lawyer designated to defend the insured has a
client-lawyer relationship with the insured.” Restatement
(Third) of the Law Governing Lawyers, § 134, cmt. f. The
comment goes on to conclude that the lawyer can also create a client-lawyer relationship with the company, unless
a potential conflict situation is presented. Id. Of course the
lawyer for the insured even if not representing the company, must remain mindful of the contractual obligation of
the insured to cooperate with the insurance company. It is
not within our purview, however, to decide this question of
insurance law.

Conflict Between Clients —
Insured and Insurer

While neither of the opinions in question addressed
the following factual issue, we believe it might make this
opinion more useful if we highlight the context in which
this dilemma most commonly arises and the conflict of
interest it can cause. In our experience, this controversy
most often presents itself when the insured, often just before a mediation or deposition, reveals to the lawyer facts
that would render the insured ineligible for insurance coverage, such as that the defendant engaged in intentional
conduct. Whether the lawyer may or must reveal this information to the company, and whether the lawyer must
withdraw from the matter depend on the resolution of the
INSURANCE continued on page VI
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y Border Law from page II
CBP agent to “review, copy, and/or analyze” the device’s
contents.22
In effect, then, CBP has self-imposed a policy quite
similar to the rule imposed by the 9th Circuit in Cotterman:
where CBP wishes to (in the words of that court) “mine every last piece of data” on a device, reasonable suspicion is
required; less intrusive searches, however, are not subject
to such a requirement.23 The policy is also consistent with
the Fourth, Fifth, and Eleventh Circuits decisions (discussed
supra), which were all argued before, but decided after, the
policy’s issuance. Additionally, it suggests that the CBP
views basic searches as analogous to “routine” searches
while advanced searches are analogous to “non-routine”
searches.
The Policy also addresses how CBP agents should review and handle information that they identify as, or that
is asserted to be, protected by the attorney-client privilege
or attorney work product doctrine. Upon the discovery or
notification of such information, the CBP agent should seek
written clarification of the materials over which the privilege or doctrine is being asserted.24 Prior to conducting any
border search of those materials, the CBP will contact CBP
Associate/Assistant Chief Counsel’s office. Those materials
will be segregated from other information examined during
the border search to ensure that any privileged materials are
handled appropriately. Unless there are any materials identified that indicate an imminent threat to home security, copies of materials maintained by CBP and determined to be
privileged will be destroyed, excluding a copy to be maintained by CBP Associate/Assistant Chief Counsel’s office
for the purposes of complying with a litigation hold or other
requirements of law.25
B. What can be expected by a non-U.S. border search?
As may be expected, many different countries have differing
border search policies and practices. A lawyer who anticipates travelling to a foreign jurisdiction with client information in tow — either physically or stored on an electronic
device — would be prudent to become familiar with the
policies and practices of any destination countries and any
countries through which the lawyer may be travelling. The
lawyer should be sure to take into account not only those
policies and practices concerning border searches, but also
those that concern the authorities’ ability to search electronic
devices anywhere within those countries.
A lawyer should not expect that other countries will
have a search policy similar to that currently practiced by
CBP, but should realize that different countries have different values and priorities regarding the attorney-client relationship, confidentiality, and the appropriateness of searching electronic devices. The lawyer should be prepared for
the possibility that in certain countries, the lawyer may be
detained until and unless access is provided to clients’ confidential information. A lawyer would be wise to contemplate
these considerations regardless of where the lawyer may be
travelling and what borders may be crossed.
II. ETHICS RULES OVERVIEW
Having discussed the current U.S. jurisprudence surrounding border searches (and in particular border searches
of electronic devices), it is worthwhile to briefly review the
New Hampshire Rules of Professional Conduct (NH RPC)
most pertinent
to this area.
A. A lawyer’s ethical obligation to maintain competence includes a duty to remain up to date on technological developments.
A lawyer has a duty, under NH RPC 1.1, to provide
competent representation to clients. This duty includes an
obligation to remain current on developments in technology. As the Ethics Committee has previously explained, to
comply with NH RPC 1.1 a “lawyer should keep reasonably
abreast of readily determinable benefits and risks associated
with applications of technology used by the lawyer, and benefits and risks of technology lawyers similarly situated are
using.”26 This admonition extends to all areas of technology,
including best practices for maintaining information secu-

rity.

B. A lawyer has a general duty to maintain a client’s
confidential information.
A client’s confidential information is sacrosanct. Under
NH RPC 1.6(a), a lawyer “shall not reveal information relating to the representation of a client unless the client gives
informed consent, the disclosure is impliedly authorized
in order to carry out the representation, or” the disclosure
falls within certain limited circumstances elucidated by the
rule. Similarly, under NH RPC 1.6(c), a lawyer is obliged to
“make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information relating to the representation of a client.”
The maintenance of such confidentiality is “[a] fundamental principle in the client-lawyer relationship,”27 and the
Ethics Committee has previously cautioned that “[t]he disclosure of client confidences is an extreme and irrevocable
act,”28 Importantly, “[a] lawyer must act competently to safeguard information relating to the representation of a client
against inadvertent or unauthorized disclosure,”29 — and, as
just discussed, competence requires at least some savviness
in current technology.
For the present topic, most of the exceptions enumerated in NH RPC 1.6 are not specifically relevant to attorneys traveling abroad. However, the Rule does provide that a
lawyer may reveal information relating to the representation
to a client to the extent the lawyer believes it is necessary
“to comply with other law or a court order.”30 What qualifies
as an “other law or court order” is ill-defined, but the ABA
commentary to the Model Rules suggests that the term encompasses an order from “a court or by another tribunal or
government entity claiming authority pursuant to other law
to compel” disclosure of otherwise confidential client information.31
i. Upon receiving a demand for confidential client information from a court or governmental entity claiming
authority pursuant to other law, a lawyer must notify
or attempt to notify the client.
Upon receipt of a demand for confidential client information from a court or government entity, a lawyer first must
notify or attempt to notify the client, whether current or for27. ABA Model Rule 1.6, comment (cmt.) [2],
28. N.H. Ethics Committee Comment to NH RPC 1.6.
29. ABA Model Rule 1.6, cmt. [16]
30. NH RPC 1.6(b)(4).
31. ABA Model Rule 1.6, cmt. [15].

32. See generally ABA Formal Opinion 473, Obligations Upon
Receiving a Subpoena or Other Compulsory Process for Client
Documents or Information (Feb. 17, 2016).
33. NH RPC 1.4.
34. ABA Formal Opinion 473.
35. See ABA Model Rule 1.6, cmt. [15] (“In the event of an
adverse ruling [requiring the production of confidential information], the lawyer must consult with the client about the possibility of appeal to the extent required by Rule 1.4.”).
36. ABA Model Rule 1.6, cmt. [16].

BORDER LAW continued on page VI
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23. 709 F.3d at 965.
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mer, of the demand.32 The lawyer’s obligation does differ depending upon whether the client is available for consultation.
NH RPC 1.6(a) permits the lawyer to disclose confidential
client information with the client’s informed consent. Therefore, when the client is available, NH RPC 1.4 governing
client communications guides this portion of the analysis.
When the client is available, the lawyer must “promptly inform the client of any decision or circumstance with respect
to which the client’s informed consent is required” and “explain the legal and practical aspects of a matter and alternative courses of action to the extent that such an explanation is
reasonably necessary to permit the client to make informed
decisions regarding the representation.” 33 The consultation
with the client should include:34
1. A description of the protections afforded by Rule 1.6;
2. Whether and to what extent the attorney-client privilege, work product doctrine, or other privileges or immunities apply;
3. Whether the demand is valid;
4. Grounds for challenging the demand; and
5. The extent to which disclosure of confidential client information may raise potential criminal liability for the client.
If the client wishes to challenge the demand, the lawyer should take steps consistent with the client’s wishes and
challenge the demand on any reasonable grounds. If the
challenge is unsuccessful, the lawyer must consult with the
client about the possibility of appeal.35 If the challenge is ultimately unsuccessful, “a disclosure adverse to the client’s
interests should be no greater than the lawyer reasonably believes necessary to accomplish the purpose.”36
ii. If a lawyer is unable to consult with the client, the lawyer should assert all non-frivolous claims and objections on behalf of the client.
When the lawyer is unable to consult with the client on
how to respond to the demand for confidential client information, the lawyer is obliged to raise all nonfrivolous claims
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and objections on the client’s behalf.37 The lawyer should be
sure to document all efforts made to attempt to notify the client before making a response to the demand.
When a client is unavailable for consultation, the ABA has
taken a position that a lawyer is not ethically obligated to
pursue an appeal of an adverse ruling.38
There is no formal ruling on this issue in New Hampshire.
III. PRACTICAL DISCUSSION: ETHICS ON
THE BORDER
Given the very real possibilities of border searches and
searches without even reasonable suspicion within foreign
countries, the safest alternative will always be for the lawyer to avoid traveling with any electronic devices containing confidential information. Practically speaking, of course,
that is not always an option — indeed, a lawyer may need to
travel abroad to meet with a client or for other work-related
purposes that require the lawyer to travel with a laptop, cellular telephone, or other electronic device. When bringing an
electronic device abroad is unavoidable, there are a number
of considerations of which the lawyer should be aware.
Suppose the following hypothetical: a criminal defense
lawyer is leaving New Hampshire to travel to the Philippines
for two weeks. The lawyer plans to bring a laptop and cellular telephone along to facilitate working from the beach and
maintaining access to work email.
The lawyer is obligated to be aware of how confidential client information will be handled when that lawyer is travelling. Any lawyer travelling out of the United States and planning on returning can reasonably anticipate how electronic
devices will be handled by CBP. The lawyer can reasonably
expect that a CBP agent will review and analyze the contents
of the devices. The lawyer also can reasonably expect that
the CBP will not seek to access any information that is not
stored locally on the devices. Finally, the lawyer can reasonably expect that a CBP agent will not seek to access information the lawyer identifies as protected by attorney-client
privilege or the work-product doctrine.
It may not be possible, however, for the lawyer to reasonably anticipate how authorities in other countries will
handle clients’ confidential information stored on the electronic devices. Some countries may provide protections
similar to those in place in the United States, whereas others may have no protection in place at all and allow unfettered access to the contents of such devices — and even to
documents and information that can be accessed remotely
through an electronic device. As noted above, it thus is incumbent upon the lawyer traveling to the Philippines with a
laptop and cellular telephone to understand how that country,
and any other country through which the lawyer may travel,
37. See ABA Model Rule 1.6, cmt. [15] (“Absent informed
consent of the client to do otherwise, the lawyer should assert
on behalf of the client all nonfrivolous claims that the order is
not authorized by other law or that the information sought is
protected against disclosure by the attorney-client privilege or
other applicable law.”); see also Bd. Of Prof’l. Responsibility of
the Supreme Ct. of Tenn. Formal Op. 2014-F-158 (2014); D.C.
Bar Op. 288 (1999); D.C. Bar Op. 14 (1976).
38. See ABA Formal Op. 473.

y Insurance from page IV
relational issue.
If the single-client rule were to be followed in the
above factual situation, the lawyer would be barred from
disclosing the harmful facts to the insurance company and,
unless faced with perjury or other similar ethical issue,
could continue defending the insured. However, if New
Hampshire were a dual-client state, the lawyer in the example would have duties of communication to the company. Since those duties would conflict with his or her duty
of confidentiality to the insured, the lawyer would, at least,
need to withdraw from the case since there would be two
clients with differing interests. If the state were to adopt
the Restatement position, the resolution would depend on
what the parties had agreed to.
The Committee wishes it could resolve this issue to
provide certainty for the Bar. In light of the holding in Dumas, however, we can only suggest that, until this issue is
resolved by our Supreme Court, lawyers be clear whom
VI
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could treat the devices.
In addition to general awareness of the risks involved with
travelling abroad with electronic devices, an attorney should
also take the following matters into account.
A. The lawyer should understand how the electronic
devices with which the lawyer is traveling access and
store information, and should take all reasonable steps to
prevent others from accessing confidential information
through that device.
As mentioned at the outset of the article, under NH RPC
1.6 a lawyer is obliged not only to personally maintain the
confidentiality of client information but also to “make reasonable efforts to prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to, information relating to the representation of a client.” When traveling with
an electronic device, a lawyer can take several steps to help
maintain the security of client information.
One way to minimize the risks of disclosing confidential
client information when traveling abroad is to minimize the
confidential client information the lawyer must take along. If
the lawyer has sufficient resources available, in lieu of bringing the lawyer’s normal laptop and cellular phone the lawyer
may wish to bring stripped-down devices that have no information stored locally but are able to access information
remotely through a remote desktop or cloud program. Where
that is not an option, a risk-averse lawyer should nonetheless carefully review the electronic devices with which the
lawyer will be traveling for confidential client information
and remove unnecessary information to prevent it from being accessed later. The lawyer should also be aware that, in
many cases, simply deleting the information will not actually
remove that information from the device. Additional steps
specific to the device must be taken to ensure the information
has been permanently deleted.
Yet another way to minimize the risk of disclosing confidential client information is to electronically “lock” all devices so they cannot be opened without the correct “key.” At
minimum, this includes password-protecting all devices (a
wise step even for a lawyer who is not contemplating international travel). It may also include using a device that employs fingerprint- or facial recognition software. Combining
biometric and alphanumeric (password) security measures
may provide the greatest practical security to a lawyer’s
electronic devices. In this way, the lawyer can ensure that
the lawyer’s devices will not easily be accessed without the
lawyer’s presence and/or consent.
The lawyer also should consider what information and
networks are accessible by the lawyer’s electronic devices
and whether other electronic devices are able to access those
devices with which the lawyer is traveling. The lawyer
should examine email, email settings, hard drive, network
drive, and backup settings to understand how the electronic
devices are storing information and where that information
is being stored. Some commonly-used email programs such
as Microsoft Outlook save information locally, and those
programs can be opened, and messages contained within
them viewed, even when a device is offline. A lawyer should
avoid locally storing confidential client information on any
transportable electronic devices to the greatest degree possible when traveling internationally. This minimizes the risk
of the disclosure of confidential client information.

they represent in their engagement letters and in communication with the insurance company. If they want to have
a relationship only with the insured, something that will
avoid possible future conflicts if the insured provides information such as in the above example, they should make
this clear to the insurance company.
The insurance company might not be willing to decline the representation (which would avoid this potential conflicts for the lawyer) since the insurance company
also then might not have a malpractice claim if the lawyer
makes significant mistakes in the defense or have a claim
of privilege for the normal, periodic communications with
the insurance company necessary to satisfy the insured’s
duty to cooperate.
The Restatement recognizes these important issues
and suggests that even if the lawyer has avoided a relationship with the company, the company should be allowed to
sue for malpractice since it is the real party at interest and
that all communication in the normal course of the representation should be privileged. Restatement (Third) of the
Law Governing Lawyers, § 134, cmt. f. There is certainly
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The lawyer should be extremely careful when using
USB plugs and physically connecting an electronic device to
other devices. For instance, some airports provide charging
stations that permit a person to charge devices using only a
USB cord, rather than a USB cord and plug. The prudent
lawyer should avoid using such locations. While the charging station is charging the connected device, it could also
be using the USB cord to surreptitiously access and copy
information from that device. The best course of action is
for the lawyer to carry appropriate cords and plugs and to
only charge devices directly from an outlet or trusted device.
Finally, when a lawyer must travel with confidential client
information, the lawyer should be able to identify any specific files, file types, folders, categories of files, names, email
addresses, phone numbers, or other information that may assist in identifying the protected information. A lawyer may
consider organizing the confidential client information in a
discrete folder and therefore segregating it from the other
information that may more properly be the subject of a basic search. Additionally, a lawyer may consider taking additional steps to protect electronic devices, including obtaining
additional and more sophisticated encryption.
B. The lawyer must be prepared to notify or attempt
to notify a client if authorities seek to review, copy, and/
or analyze any client’s confidential information.
As discussed supra, the lawyer has an ethical obligation to notify or attempt to notify the client if a CBP agent,
or an agent of another country or agency, seeks to review
any client’s confidential information. If the lawyer is unable
to notify the client, the lawyer must make all non-frivolous
objections and claims to protect the client’s information.
While the circumstances surrounding the search are reasonably considered in this obligation, the lawyer should be
reasonably prepared to make the attempt to contact the client and to document the steps taken to do so. Absent clear
direction from the client, the lawyer should notify the CBP
or foreign agent of the existence of the confidential client
information on the lawyer’s electronic devices, provide any
non-frivolous objections and claims to shield it from review,
and provide the information necessary to identify the confidential client information. Once a privilege has been asserted
over the confidential client information, the lawyer should
continue attempts to notify the client and protect the client’s
interests until the client is reached and can provide guidance
to the lawyer.

CONCLUSION

Technological advances permit an attorney to carry and access clients’ most precious confidential information using a
single handheld device while traveling a world away from
the office. Similar advances permit a border agent to extract
and copy any files on that device in moments. An attorney
crossing international borders must carefully consider what
devices should be brought along, what information is stored
on those devices, what information is accessible from those
devices, and the security of those devices. Sometimes, the
best way to protect clients’ information may be to leave it at
the office.
This opinion was submitted for publication to the NHBA
Board of Governors at its January 7, 2019 Meeting.

no settled law supporting this reasonable resolution. See
e.g., Pine Island Farmer’s Coop v. Erstad and Reimer, 649
N.W.2d 444 (Minn. 2002). In light of this, the Committee
notes that one way to protect the privilege in single-party
representation might be to execute a joint defense agreement with the insurance company.
If the insurance company insists that it also have an
attorney client relationship with the lawyer for privilege,
malpractice, and communication purposes, then the potential conflicts under NH RPC Rule 1.7 described above may
require the lawyer to withdraw in some situation. Such
withdrawal could prove costly to the company, especially
if the conflict arises late in the litigation, as the company
will have to hire a new lawyer for the insured and, to protect its non-coverage claims, one for itself as well.

NH RULES OF PROFESSIONAL CONDUCT:

• Rule 1.7
• Rule 4.2
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the client who is sending the request. Rule 8.4(a) prohibits
a lawyer from accomplishing through another that which
would be otherwise barred. Also, while Rule 5.3 is directed at legal assistants rather than clients, to the extent that
the client is acting as a non-lawyer assistant to his or her
own lawyer, Rule 5.3 requires the lawyer to advise the client to avoid conduct on the lawyer’s behalf which would
be a violation of the rules.
Subject to these limitations, however, if the client has
a Facebook or Twitter account that reasonably reveals the
client’s identity to the witness, and the witness accepts the
friend request or request to follow a restricted Twitter feed,
no rule prohibits the client from sharing with the lawyer
information gained by that means. In the non-social media
context, the American Bar Association has stated that such
contact is permitted in similar limitations. See ABA Ethics
Opinion 11-461.7
May the lawyer’s investigator or other non-lawyer
agent send a friend request or request to follow a restricted Twitter feed as a means of gathering information
about the witness? The non-lawyer assistant is subject to
the same restrictions as the lawyer. The lawyer has a duty
to make sure the assistant is informed about these restrictions and to take reasonable steps to ensure that the assistant acts in accordance with the restrictions. Thus, if the
non-lawyer assistant identifies him- or herself, the lawyer,
the client, and the cause in litigation, then the non-lawyer
assistant may properly send a social media request to an
unrepresented witness.
The witness’s own predisposition to accept requests
has no bearing on the lawyer’s ethical obligations. The
Committee agrees with the Philadelphia Bar Association’s
reasoning: “The fact that access to the pages may readily
be obtained by others who either are or are not deceiving
the witness, and that the witness is perhaps insufficiently
wary of deceit by unknown internet users, does not mean
that deception at the direction of the inquirer is ethical.”
Phil. Bar Assoc., Prof. Guidance Comm., Op. 2009-02.
May the lawyer send a request to the witness to access
restricted information, using the lawyer’s name and disclosing the lawyer’s role? The answer depends on whether
the witness is represented. If the witness is represented by
a lawyer with regard to the same matter in which the lawyer represents the client, the lawyer may not communicate
with the witness except as provided in Rule 4.2. If the witness is not represented, the lawyer may send a request to
access the witness’s restricted social media profile so long
as the request identifies the lawyer by name as a lawyer
and also identifies the client and the matter in litigation.
This information serves to correct any reasonable misimpression the witness might have regarding the role of the
lawyer.
May the lawyer send a request to the witness to access
restricted information, when the request uses only the lawyer’s name or the name of an agent, and when there is a
reasonable possibility that the witness may not recognize
the name and may not realize the communication is from
counsel involved in litigation? There is a split of author-
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ity on this issue, but the Committee concludes that such
conduct violates the New Hampshire Rules of Professional
Conduct. The lawyer may not omit identifying information
from a request to access a witness’s restricted social media
information because doing so may mislead the witness. If
a lawyer sends a social media request in-name-only with
knowledge that the witness may not recognize the name,
the lawyer has engaged in deceitful conduct in violation
of Rule 8.4(c). The Committee further concludes omitting
from the request information about the lawyer’s involvement in the disputed or litigated matter creates an implication that the person making the request is disinterested.
Such an implication is a false statement of material fact in
violation of Rule 4.1. As noted above, the ABA Comment
to this rule states that “[m]isrepresentations can also occur
by partially true but misleading statements or omissions
that are the equivalent of affirmative false statements.”
Deceit is improper, whether it is accomplished by providing information or by deliberately withholding it. Thus,
a lawyer violates the rules when, in an effort to conceal
the lawyer’s identity and/or role in the matter, the lawyer
requests access to a witness’s restricted social media profile in-name-only or through an undisclosed agent. The
Committee recognizes the counter-argument that a request
in-name-only is not overtly deceptive since it uses the lawyer’s or agent’s real name and since counsel is not making
an explicitly false statement. Nonetheless, the Committee
disagrees with this counter-argument. By omitting important information, the lawyer hopes to deceive the witness.
In fact, the motivation of the request in-name-only is the
lawyer’s expectation that the witness will not realize who
is making the request and will therefore be more likely to
accept the request. The New Hampshire Supreme Court
has stated that honesty is the most important guiding principle of the bar in this state and that deceitful conduct by
lawyers will not be tolerated. See generally, RSA311:6;
Feld’s Case, 149 N.H. 19, 24 (2002); Kalil’s Case, 146
N.H. 466, 468 (2001); Nardi’s Case, 142 N.H. 602, 606
(1998). The Committee is guided by those principles here.
The Committee notes that there is a conflict of authority on this issue. For example, the Committee on Professional Ethics for the Bar Association of New York City has
stated:
We conclude that an attorney or her agent may use her
real name and profile to send a “friend request” to obtain information from an unrepresented person’s social
networking website without also disclosing the reasons for
making the request. While there are ethical boundaries to
such “friending,” in our view they are not crossed when an
attorney or investigator uses only truthful information to
obtain access to a website, subject to compliance with all
other ethical requirements. [Footnote omitted.]
NY City Bar, Ethic Op. 2010-2.
Alternatively, the Philadelphia Bar Association concludes that such conduct would be deceptive. Phil. Bar Assoc., Prof. Guidance Comm., Op. 2009-02. That opinion
finds that a social media request in-name-only “omits a
highly material fact” -that the request is aimed at obtaining information which may be used to impeach the witness
in litigation.8 The Philadelphia opinion further recognizes,
as does this Committee, that the witness would not likely
accept the social media request if the witness knew its true
origin and context. An opinion from the San Diego County
Bar Association reaches the same conclusion. San Diego
Cty. Bar Legal Ethics Op. 2011-2. The Committee finds
that the San Diego and Philadelphia opinions are consistent with the New Hampshire Rules of Professional Conduct but that the New York City opinion is not. A lawyer
has a duty to investigate but also a duty to do so openly and
honestly, rather than through subterfuge.
Finally, this situation should be distinguished from the
situation where a person, not acting as an agent or at the
behest of the lawyer, has obtained information from the
witness’s social media account. In that instance, the lawyer may receive the information and use it in litigation as
any other information. The difference in this latter context
is that there was no deception by the lawyer. The witness
chose to reveal information to someone who was not acting on behalf of the lawyer. The witness took the risk that
the third party might repeat the information to others. Of
course, lawyers must be scrupulous and honest, and refrain
from expressly directing or impliedly sanctioning someone to act improperly on their behalf. Lawyers are barred
from violating the rules “through the acts of another.” Rule
8.4(a).
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CONCLUSION

As technology changes, it may be necessary to reexamine these conclusions and analyze new situations.
However, the basic principles of honesty and fairness in
dealing with others will remain the same. When lawyers
are faced with new concerns regarding social media and
communication with witnesses, they should return to these
basic principles and recall the Supreme Court’s admonition that honesty is the most important guiding principle
of the bar in New Hampshire.
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ENDNOTES:
[1] In the remainder of this opinion, the Committee refers
to this as a communication “in-name-only.”
[2] See, e.g., Thomas v. Kuhlman, 255 F. Supp. 2d 99, 107
(E.D.N.Y.2003); Williams v. Washington, 59 F.3d 673,
680-81 (7th Cir. 1995); People v. Donovan, 184 A.D.2d
654, 655 (N.Y. App. Div. 1992); see also American Bar
Association Criminal Justice Standards, Defense Function
§4-4.1.
[3] For the purposes of this opinion, an unrestricted page
is a page which may be viewed without the owner’s authorization but which may require membership with the same
social media service.
[4] “Facebook by the Numbers: 1.06 Billion Monthly Active Users,” available online.
[5] San Diego County Bar Legal Ethics Committee,
Legal Ethics Opinion 2011-2; NY Bar Ethics Op. #843
(9/10/2010).
[6] San Diego County Bar Legal Ethics Committee, Legal
Ethics Opinion 2011-2; Phil. Bar Assoc., Prof. Guidance
Comm., Op. 2009-02.
[7] Pursuant to ABA Ethics Opinion 11-461, a lawyer
may advise a client regarding the client’s right to communicate directly with the other party in the legal matter
and assist the client in formulating the substance of any
proposed communication, so long as the lawyer’s conduct
falls short of overreaching. This opinion has engendered
significant controversy because, according to some critics, it effectively allowed the lawyer to “script” conversations between the client and a represented opposing party
and prepare documents for the client to deliver directly
to the represented opponent. For a more complete discussion, see Podgers, On Second Thought: Changes Mulled
Re ABA Opinion on Client Communications Issue, ABA
Journal (Jan. 1, 2012), available online (last accessed May
22, 2013). The Committee takes no position on this issue and cites the opinion solely to illustrate the point that
the client may independently obtain and share information
with the lawyer, subject to certain constraints.
[8] In contrast to this opinion, the Philadelphia opinion
does not find a violation of Rule 4.3.
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How to Obtain Answers
The Ethics Committee provides several services for
members of the Bar.
• Opinions – on complex or difficult questions of general
interest.
• Ethics Corner Articles – on simpler issues of general
interest.
• Helpline – informal assistance by individual members
of the committee.

What should I do before seeking help from the
Ethics Committee?
• Review the New Hampshire Rules of Professional Conduct.
• Peruse the Bar website for relevant Ethics Opinions and
articles.

What should I do if these resources do not solve
my problem?
Contact staff liaison to the Ethics Committee
Robin E. Knippers, (603) 715-3259, or
NH Bar Association
2 Pillsbury Street, Suite 300
Concord, NH 03301-3502.
Is my issue appropriate for an opinion from the
committee?

• The committee will accept for consideration written inquiries by members of the Bar.
• The committee will not render opinions pertaining to
conduct which is an issue of pending litigation or disciplinary action.
• The committee will not render opinions involving past
conduct.
• The committee may decline to render an opinion as to
the proposed conduct of someone other than the inquirer.

What is the process for obtaining an opinion?
Requests for action by the full committee must be
submitted in writing. A response can take two to three

months, sometimes more, depending on the complexity of the issues involved. The committee member
assigned to draft an opinion may contact you for more
information.
The full committee will consider the draft, and any
redrafts that may be necessary, at its monthly meetings.
If the committee agrees on a final opinion or Article,
it will be presented to the Board of Governors. After
review by the Board of Governors, you will be sent
a letter with a copy of the opinion responding to the
inquiry.
May I request that my identity as the inquiring
attorney be kept confidential?
The procedural rules of the Ethics Committee
specifically prohibit the voluntary disclosure of the
identity of a member of the Bar requesting an opinion
on his or her own behalf to any person other than the
current members of the committee and the Bar staff
members assigned to the committee, unless otherwise
ordered by compulsory legal process.
Is my issue appropriate for Helpline?

• It must involve proposed conduct, rather than past conduct.
• It must involve your own conduct, not the conduct of
another attorney.
• It cannot involve conduct which is an issue of pending
litigation or disciplinary action.

What is the process for obtaining assistance
through Helpline?
Contact Robin by telephone, (603) 715-3259. She
will take your preliminary information and try to put
you in touch with one of the members of the committee
who might be able to help you.
The committee members are lawyers who are volunteering their time to help other lawyers work through
their ethical issues. Accordingly, it can sometimes take
a day or two for someone to contact you.

Is Helpline providing me with legal representation?
Absolutely not. That is not the purpose of Helpline.
The members are acting as a “sounding board” and
providing “reality checks.”The members will try to be
helpful in directing the further research of the inquirer.
Due to the limited nature of the informal telephone
conversation, the members will not give definitive
answers to Helpline questions.
Even without the attorney-client relationship,
however, both you and the member should be careful
about conflicts. Please consider carefully the identity
of the person you are assigned, as well as his or her
firm and business affiliations, to avoid conflicts.
Will my conversations with the committee member
be “confidential”?
Since there is no attorney-client relationship
between you and the committee member, there is no
confidentiality or privilege with respect to such communications in the legal sense. As with opinion inquiries, however, the committee will limit the voluntary
disclosure of the identity of the inquiring attorney,
and of all discussions, deliberations, files and records
of the committee, to the extent that they may disclose
the identity of the inquiring attorney, to members of
the committee and Bar staff assigned to the committee, unless otherwise ordered by compulsory legal
process or unless the inquiring attorney waives these
protections in writing. If you have reason for greater
restriction on disclosure, let your assigned member
know.
What if Helpline doesn’t help?
The member may conclude that your issue is too
difficult or complex for informal assistance, and may
provide you with the names of New Hampshire attorneys who handle these sorts of issues professionally.
When you are in need of counsel, staff liaison, Robin
E. Knippers, is able to connect you with the Bar Association Lawyer Referral Service for courtesy referrals.
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