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Ethics and Data Security: What Are the Attorney’s Obligations
By Kevin Lin, Christopher Hawkins
and James Allmendinger
Note: The authors of this article are members of the
New Hampshire Bar Association Ethics Committee,
but this article is not an official Ethics Committee opinion and should be considered as general guidance.
Roughly three-quarters of all practicing, in-state
New Hampshire Bar Association members work in
law firms with 10 or fewer attorneys, and the majority of those law firms employ no IT staff. So it should
not be a surprise then that the American Bar Association 2016 Legal Technology Survey Report found
that only about one in 10 solo law firms, and one in
six law firms with 10-49 lawyers, have assessed their
firm’s data security.
But as technology and client expectations have
evolved, assessing and implementing cybersecurity
measures has become an essential part of running a
law firm, large or small. It is not only sound business
practice, but also an ethical requirement for all attorneys. Namely, Rules 1.1 and 1.6 of the New Hampshire Rules of Professional Conduct require attorneys
to take competent and reasonable measures to safeguard client information. These days, that means a lot
more than locking the door on the way out.

Increased Risk

Over the last decade, lawyers increasingly have
become prime targets for hackers. Law firms hold a
treasure trove of sensitive client information, often
including Social Security numbers, medical information, trade secrets, wire transfer instructions, litigation strategy, and internal corporate data.
Even the most prestigious law firms are vulnerable. In March 2016, the Wall Street Journal reported
that law firms such as Cravath Swaine and Weil Gotshal, which represent Wall Street banks and Fortune
500 companies, were breached. Worse still, some
hackers have gained access to a firm’s network months
or years before the firm learned of the breach. Even
when detected immediately, a hacker only needs a few
minutes of unauthorized access to mail servers to harvest thousands of confidential emails and attachments
containing sensitive information. Calling that worrisome greatly understates the extent of the risk.
Clients increasingly insist that law firms ensure the security of their confidential information.
In December 2016, an unsealed complaint revealed
that clients had filed a class action against Johnson
& Bell, a large Chicago-based law firm. The action
sought damages for breach of contract (i.e., legal malpractice), negligence, unjust enrichment, and breach
of fiduciary duty. The clients alleged that the firm
failed to take reasonable steps to maintain data security and had left its clients’ confidential information
unsecured and unprotected.
Such examples demonstrate the crippling effects

that cybersecurity attacks can have on all law firms, regardless of size. While large law firms are targeted more
frequently, the ABA reports that about one in 10 small
law firms (2-9 attorneys) have reported a similar security breach. These statistics only capture those breaches
that firms have detected. Smaller firms may not have the
technology to detect the true number of breaches actually
incurred. Even some firms that have reported a breach
may not know the full extent of the breach. Sweeping
advances in technology, shifts in client expectations, and
developments in attorneys’ ethical obligations demand
that lawyers make cybersecurity safeguards a priority.

Ethical Requirements

The New Hampshire Rules of Professional Conduct
impose a duty on lawyers to maintain technological competency and require lawyers to take reasonable steps to
protect confidential client information. Under Rule 1.1,
a lawyer must provide competent legal representation.
As the NHBA Ethics Committee and ABA have stated,
minimal competence includes protecting a client’s information and the lawyer’s work product. Moreover, the
2012 amendment to Comment [6] of ABA Model Rule
1.1 requires that a lawyer “keep abreast of changes in
the law and its practice, including the benefits or risks
associated with relevant technology.” In other words,
competent lawyers must have a basic understanding of
the technologies they use, and as technology advances,
lawyers need to stay current on changes in the way information is maintained, stored, and organized.
In addition, Rule 1.6 requires a lawyer to protect client confidences. Rule 1.6(a) requires lawyers to make
reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or unauthorized access to, information
relating to the representation of clients. This confidentiality applies not only to matters communicated in confidence by the client, but also to all information related to
the representation, whatever its source. One cannot overstate the importance of client confidentiality.

Practical Considerations

In practice, the rules translate to requiring that attorneys exercise reasonable security efforts when using technology in communicating about client matters.
For example, ABA Formal Opinion 99-413 states that
attorneys and clients have an expectation of privacy in
all communications made by email. What constitutes
“reasonable efforts” to protect such communications, as
required under the ethical rules, will vary depending on
the facts of each case. For example, lawyers representing
employees are cautioned against communicating with
clients over the client’s employer-maintained email and
communication systems (ABA Opin. 11-459, 2011).
Rather than defining “reasonable efforts,” when it
comes to ethical requirements related to securing law
firm data, the ethical rules are geared toward promoting
a multi-factor approach to data security that is more flexible and practical for firms of varying sizes and budgets.
For example, large law firms often handle client data in

industries such as healthcare, banking or defense.
The risk of data theft is higher in these industries, and
therefore, these law firms need more robust security
measures to protect their clients’ data.
The ABA advises law firms to adopt a process to
systematically assess and address cybersecurity risks.
As guidance, the ABA suggests five factors to use to
determine whether the security measures implemented are appropriate in a particular situation:
1) the sensitivity of the information;
2) the likelihood of disclosure if additional safeguards
are not employed;
3) the cost of employing additional safeguards;
4) the difficulty of implementing the safeguards; and
5) the extent to which the safeguards adversely affect
the lawyer’s ability to represent clients.
As the ABA Cybersecurity Handbook emphasizes, no one security measure, such as firewalls,
passwords, and the like, is a “bright-line” measure
that guarantees ethical compliance. A law firm cannot
simply point to its firewall to escape liability if no
additional data security measures have been implemented. In short, the process requires law firms to
routinely identify security risks, implement security
measures responsive to those risks, verify that they
are implemented, and ensure that they are continually
updated in response to new developments.
That said, the Rules of Professional Conduct do
not impose a strict liability standard. A lawyer’s duty
under the Model Rules is to take reasonable steps
toward data security, not guarantee against all unauthorized access to electronic information. “Such a
guarantee is impossible, and a lawyer can no more
guarantee against unauthorized access to electronic
information than he can guarantee that a burglar will
not break into his file room, or that someone will not
illegally intercept his mail or steal a fax.” (NH Bar
Ethics Op. 2012-13/4, 2013 (citation omitted)).
At least one state has already tried to further
clarify what constitutes “reasonable efforts.” The
California Attorney General’s 2016 Data Breach Report adopted the 20 specific controls set forth by the
Center for Internet Security’s Critical Security Controls as what the state views as reasonable security
practices. These controls are commonly known as the
SANS 20 Critical Security Controls, which represent
the minimum level of information security that all organizations need to meet in California.
According to the California Attorney General,
meeting the controls does not provide a safe harbor,
but failure to implement all 20 controls constitutes a
lack of reasonable security practices. The controls are
prioritized in order of the greatest reduction of risk to
the least, and each item is listed sequentially, so that
ETHICS continued on page 26

Cybersecurity and Liability CLE Seminar
Attorneys in private practice need to protect their own data
and be able to advise clients about information security. This
seminar covers both, and includes 60 minutes of related
ethics instruction.
Faculty: Attorney Arnold Rosenblatt (program chair), Diana
Kelley, Cynthia Larose, Caroline Leonard, Andy Obuchowski,
Jeffrey Olsen, and Cameron Shilling
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Thursday, Nov. 2
9 a.m. to 2:30 p.m.

Attend in person or via webcast for 270 total minutes of
NHMCLE credit. Discount advance registration available at
www.nhbar.org/nhbacle.
Please see page 22 for more information.
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Data Security on a Shoestring: Steps You Need to Take Right Now
By Ryan Barton

your email address at https://haveibeenpwned.com.

As a lawyer at a small firm, you recognize the need
to protect your firm and your clients’ data. You agree
the digital world is rapidly becoming a more dangerous
place. And you know you need to act. The question is…
by doing what, exactly?
If your firm is large enough to have an IT budget
or IT staff, then the answer is clear: bring in a team with
a proven track record, appropriate for the size of your
organization, to help assess risk, solve challenges, and
build the right information security program for you,
that covers data, devices, and people. The risks are significant and the costs for the appropriate defenses have
decreased enough to make them accessible to many organizations.
But, if your budget or inclination means that you
are the one to lead your organization’s information
security efforts, then you’ll want to leverage publicly
available resources and take a risk-based approach.
Start with the areas of greatest risk, and intentionally make consistent progress. Always remember, security is a discipline – not a product or an initiative. Just
as an organization’s legal and financial risk never goes
away, so too its risk to information security. Consider
the following elements:

c. Implement Multi-Factor Authentication (MFA). On
any service of high impact, implement more than just a
password – Multi-Factor Authentication adds a second
layer of defense to a password by also requiring a token
or a text message. Google, Dropbox, ShareFile, Amazon,
Office 365, most banks, and many more services natively
support MFA.

1. Secure Your Staff
It is the way we use technology, and the intrinsic gullibility we have as humans, that creates the
greatest risk.
a. Enroll in training. Ninety-one percent of cyberattacks start with an email – if staff can recognize
these attempts and avoid them, risk is dramatically
decreased. Enroll in a cybersecurity training course
or seminar personally, and make it mandatory for all
staff, both new and existing. Online security awareness training is available from numerous vendors
and training companies, or for free from the Small
Business Administration, at www.sba.gov/tools/
sba-learning-center.
b. Practice password discipline. Change your
passwords now. Make each password unique, complex (long and with multiple character sets), and not
based on a dictionary word. Easy passwords can often be cracked by an attacker within minutes. And
if you reuse passwords, then a breach anywhere
you’ve used that password makes you vulnerable…
everywhere. There is a place called the dark web –
the encrypted, anonymous, seedy underbelly of the
Internet. Hackers share troves of usernames and
passwords they have gathered from sites that have
been hacked like Adobe, Dropbox, and LinkedIn, so
anytime you reuse a password, you make yourself
vulnerable. You can check to see if one of your passwords may already be on the dark web by searching

2. Secure Your Data
Understand the data that carries the greatest risk of harm
to you and your clients – or has the most value to an attacker.
a. Inventory your data. Perform a thought exercise: If
all our data became public, what damage would result?
Identify those pieces of data that would cause damage and
document what they are, and where they are stored. Example: Do you store Social Security numbers? If so, how
many? Where are they stored? Do you store client data
that would be highly damaging to clients if it leaked (such
as intellectual property, or mergers and acquisition activity)? How much? Where is it stored?
b. Receive data securely. Setup a secure, encrypted method for clients to send you sensitive data. Discourage the
use of emailing you highly confidential data, and leverage
a service such as www.sharefile.com instead.
c. Store your data securely. Store confidential data in
designated locations, such as on locked-down shares on a
server, or in a service like ShareFile. Store as few copies
as possible, and only in areas you are confident are appropriately secured and encrypted.
d. Send data securely. Utilize an email encryption service
(such as Office 365 Message Encryption or Zix) or secure
file-sharing service (such as ShareFile or Delivered Secure). Do not simply send sensitive data via email. Avoid
insecure services like FTP.
e. Secure your money. Implement MFA on any online
financial accounts, especially those that could be used
to wire money. Train staff to ensure fraudulent invoices
aren’t paid, and that everyone is aware of wire fraud scams
(where a scammer impersonates someone in authority and
emails finance requesting a wire to a certain address). The
FBI recently announced that they have identified over $5
billion in business losses due to email compromise scams
like those described at www.ic3.gov, the FBI site for filing
and reporting Internet crime complaints.

3. Secure Your Infrastructure
Ensure that the services and networks you rely on are
appropriately secured for your needs.

Overwhelmed?
Do These 6 Tasks Now
to Increase Security
1. Learn to recognize phishing and scam
emails and make sure all staff have
training (1a).
2. Change passwords for all sensitive accounts to complex, unique passwords
(1b).
3. Implement a secure method for sending confidential data – don’t just email
it (2d).
4. Secure your bank account with MultiFactor Authentication and make sure
staff know not to wire money based
on an email request (even from you)
(2e).
5. Turn on automatic patching for your
workstations (4a).
6. Procure a cyber liability insurance policy to cover residual risk (5f).

a. Secure Email. Use a business service such as Office
365 or Google G Suite Business, and ensure it meets
your compliance requirements and is configured by an
IT professional who understands security. Do not use a
personal email address (or allow staff to do so).
b. Secure remote access. If you are remotely accessing your network, ensure it’s done in an encrypted
fashion, such as through a VPN. Ensure that “Remote
Desktop Protocol” is not open to the outside world
(port 3389 on your firewall).
c. Secure cloud hosts. Ensure that any cloud providers you use meet your compliance and security requirements. For example, Dropbox for Business adds
security and compliance elements, but a personal
Dropbox account does not meet HIPAA requirements
or have appropriate security for businesses with confidential data.
DATA SECURITY continued on page 26

We’ve Got You Covered
Not sure if your malpractice insurance policy covers you in the event of a data breach?
Contact the NHBA Insurance Agency to find out today.
Many malpractice policies include some cyber liability coverage. Stand-alone coverage
is available exclusively for NHBA members through the NHBA Insurance Agency if
needed.
For more information, please contact Sue Morand at 866-642-2292 or via email at
smorand@nhbar.org.
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y Ethics from page 24
a higher priority vulnerability must be addressed
before moving on to a lower risk vulnerability (see
box on page 26).

Takeaways

Even if small law firms do not have the resources to develop robust security programs, there are
easy steps that all law firms can take to get started.
The accompanying data security article (see page
25) outlines manageable steps that small law firms
can take to secure their data systems.
The key for small-firm lawyers is to schedule
routine evaluations of data security concerns and
safeguards to protect clients and avoid scams and
attacks. About 40 percent of lawyers have reported
downtime or loss of billable hours as a result of a
data breach. Large law firms can make up for such
business disruptions, but smaller law firms may not
have the margins to easily weather such breaches.
Therefore, it is essential that all law firms, regardless of size, devote attention and resources to data
security.
To contact the NHBA Ethics Committee with questions about this or other legal ethics topics, members are encouraged to put inquiries in the form of
a written hypothetical and send via email to Ethics
Committee staff liaison Robin E. Knippers at reknippers@nhbar.org.

y Data Security from page 25
d. Secure wireless. If you have a wireless network,
make sure it is encrypted with WPA2, and with a
very complex passphrase. Do not ever use open, public wireless networks to access sensitive data! These
open wireless networks are often set up by hackers to
capture all the data you transmit.
e. Secure firewall. Use a business class firewall, with
multiple layers of protections built in, and keep an
active service agreement on the device, so it stays
supported and updated by the firewall vendor.
f. Secure server. If you have a server, make sure it
is configured or reviewed by an IT professional who
understands security. Check it regularly to ensure it
is fully patched and all updates have been applied,
and replace it whenever the operating system is no
longer supported (example: Windows Server 2003 is
no longer supported by Microsoft and is not a secure
operating system).
g. Secure backups. Backup your data multiple
times, and to more than one location – but ensure that
any offsite backups are fully encrypted and that you
know exactly where your data is stored and who has
access to it.

4. Secure Your Devices
a. Secure workstations. It is imperative that each
computer receive updates to the operating system and
applications regularly, as patches are released to fix
security flaws. Enable automatic updates (via Control Panel) for Windows, and also enable automatic
updates for any Adobe products, third-party browsers (such as Chrome or Firefox), and Java. Install
any new updates as soon as they become available.
In addition, ensure that a business-grade antivirus is
installed and up-to-date, and that all accounts on the
computer have long, complex passwords. Do not set
users to have administrative rights to their computers
if possible; create a separate administrative account
to install software.
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SANS 20 Critical Security Controls
1. Inventory of Authorized and
Unauthorized Devices
2. Inventory of Authorized and
Unauthorized Software
3. Security Configurations for Hardware
and Software on Mobile Devices,
Laptops, Workstations, and Servers
4. Continuous Vulnerability Assessment
and Remediation
5. Controlled Use of Administrative
Privileges
6. Maintenance, Monitoring, and
Analysis of Audit Logs
7. Email and Web Browsing Protection
8. Malware Defenses
9. Limitation and Control of Network
Ports, Protocols, and Services

10. Data Recovery Capability
11. Secure Configurations for
Network Devices such as
Firewalls, Routers, and Switches
12. Boundary Defense
13. Data Protection
14. Controlled Access Based on the
Need to Know
15. Wireless Access Control
16. Account Monitoring and Control
17. Security Skills Assessment and
Appropriate Training to Fill Gaps
18. Application Software Security
19. Incident Response and
Management
20. Penetration Tests and Red Team
Exercises

According to the California Attorney General, meeting the controls does not provide a safe harbor,
but failure to implement all 20 controls constitutes a lack of reasonable security practices.

b. Secure mobile devices. Make sure all mobile devices
have passcodes (setting a passcode encrypts the device),
and that the setting is enabled to wipe the device after X incorrect tries, to protect against loss or theft. Install updates
to the operating system whenever they become available,
and only install apps from the App Store (for Apple devices) or Google Play (for Android devices) – never from
clicking a link (as this may install malicious software).

5. Secure Your Organization
a. Understand your compliances. Seek to answer these
questions: Does the data you store and clients you serve
cause you to fall under MA 201 CMR 17.00 or HIPAA?
Do you process credit cards and need to comply with the
Payment Card Industry Data Security Standards? Do any
of your clients impose cybersecurity contractual requirements?
b. Perform annual assessment of risk and evaluation of
security. Once a year, follow an intentional process to assess risk and evaluate the performance of your information
security defenses.
c. Pay attention to physical security. Lock sensitive data
away at the end of each day, establish appropriate office
locks and key/access card control, and consider alarm systems and camera systems.
d. Assess your vendors. Evaluate any vendor who has access to your data against security best practices, and establish a contract that outlines clear expectations and requirements – whether it’s an IT provider or a cleaning company.
e. Build policies. Utilize templated resources to build information security policies and ensure all staff understand
and abide by them. The SANS Institute provides a policy
template library at www.sans.org/security-resources/
policies.
f. Procure cyber liability insurance. You can mitigate
cybersecurity risk, but never eliminate it. Any organization
with sensitive data should have a cyber liability policy that
is appropriately sized for its exposure, based on the number and type of sensitive records or client arrangements.
Some legal malpractice policies include cyber liability
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coverage. Seek an insurance agent, such as the NHBA
Insurance Agency, that understands the uniqueness of
cyber liability policies and can advise appropriately.

6. Make Progress Every Year
Start by doing what you can, but commit to continually improving your defenses and increasing the maturity
of your information security program.
The challenge is great, but these simple disciplines
eliminate the vast majority of the risk. And threats are
proliferating at such a rate that reality is quickly becoming as stark as: act now, or be breached.
Ryan Barton is CEO of Mainstay Technologies, a New
Hampshire-based cybersecurity and IT services firm.
For more information please visit www.mstech.com, or
contact him directly at rbarton@mstech.com.

ONLINE RESOURCES
FCC Cyberplanner:
www.fcc.gov/cyberplanner
NIST Small Business Information Security;
The Fundamentals:
https://doi.org/10.6028/NIST.IR.7621r1
DHS Stop.Think.Connect:
www.stcguide.com/explore/small-business
US CERT resources for SMB:
www.us-cert.gov/ccubedvp/smb
SANS 20 Critical Security Controls:
www.cisecurity.org/controls
NIST Cyber Security Framework:
www.nist.gov/cyberframework
Cyber Resilience Review (self-assessment):
www.us-cert.gov/ccubedvp/assessments
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